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Abstract: Telework, one of the most widely used flexible models of work organization, represents an
instrument capable of facilitating the reconciliation of professional life with private and family life.
Achieving this objective, however, requires a joint effort of the parties to the employment
relationship, in which good faith and proportionality are essential pillars of the legal relationship.
According to the obligations established by the relevant legislation, the employer provides the
teleworker with the information and communication technology (ICT) means necessary for the
performance of work under secure conditions, while also allowing, under the principle of ‘Bring Your
Own Device’ (BYOD), the use of employees’ own IT equipment.

However, this right of the employee is not absolute, being limited not only by the employer’s
organizational prerogative, pursuant to which the conditions for the use of personal devices are
established, but also by the employer’s right of control and supervision, materialized through the
monitoring of the devices used and even of electronic communications, a practice which should
comply with the requirements imposed by national and European legislation. In the absence of
adequate technical and legal safeguards, BYOD model risks transforming the employer’s prerogative
of control into a potential mechanism of excessive surveillance, incompatible with European
standards on the protection of private life and personal data. In this context, the present study aims
to analyse the implications of the use of employees’ own devices within employment relationships,
highlighting the permissible limits of employer intervention, the risks associated with this practice,
as well as the necessary safeguards for preventing unjustified interference with the right to privacy
and the right to the protection of personal data.
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1. Terminological framework and the evolution of BYOD use

In the context of the growing prevalence, within employment relationships, of a work culture
characterized both by permanent access to information generated in the professional sphere
and by a heightened degree of flexibility, an increasing number of employees are moving away
from the traditional office-based work schedule and opting instead for adaptable and flexible
working arrangements capable of accommodating, in equal measure, the balance between pro-
fessional and personal life. This trend encourages the use of personal mobile devices for pro-
fessional purposes, leading organizations to reconsider and assess the opportunity of imple-
menting ‘Bring Your Own Device’ (BYOD) practices and even adopting specific policies tailored
to the organization’s particular needs and operational profile.

BYOD is regarded as an important factor contributing to organizational mobility, as employers
are no longer required to allocate their own financial resources to purchase and provide mobile
devices to employees'. From a terminological perspective, BYOD consists in the practice
whereby devices owned and personally used by employees, such as smartphones, tablets, lap-
tops, and similar technologies, including their own software applications, are also used within
the employment relationship for the purpose of accessing company resources, whether from
within or outside the organizational environment, subject to the employer’s approval and sup-
port?.

BYOD has certain similarities to the concept of ‘Choose Your Own Device’ (CYOD), but the
principal distinction lies in the degree and manner of control exercised by the employing or-
ganization. CYOD is referring to a model whereby the organization provides employees with a
predefined list of approved devices from which they may choose, although the device may be
financed by the employee, the organization, through its IT structure, retains a high degree of
standardization3.

Conversely, the opposite of BYOD is the concept of ‘Corporate-Owned, Business-Only’ (COBO)
under which the employer provides employees with the mobile devices necessary for carrying
out their professional duties, while any personal use is prohibited, this approach allowing for
clear, straightforward, and easily enforceable control mechanisms, without significant tech-
nical difficulties®.

At the same time, an intermediate approach situated between BYOD and COBO is represented
by the model of ‘Corporate-Owned, Personally-Enabled’ (COPE) which means that the devices
are owned by the company and made available to employees, while both the employees and

! BA ToPERESU and JP VAN BELLE, ‘Organisational Capabilities Required for Enabling Employee Mobility. Automatika through
Bring-Your-Own-Device Concept’ (2017) 8(1) Business System Research 17-29 https://doi.org/10.1515/bsrj-2017-0002.

2 Ibid; K GAJAR, A GHOSH and S Ral, ‘Bring Your Own Device (BYOD): Security Risks and Mitigating Strategies’ (2013) 4(4) Journal
of Global Research in Computer Science 462-470; VT JIMSHITH and V MARY AMALA Bal, ‘Evaluation of security framework for
BYOD device in cloud environment’ (2024) 64(3) Automatika 803-814 https://doi.org/10.1080/00051144.2024.2310458.

5 Samsung Knox, ‘BYOD vs CYOD vs COPE vs COBO: What’s the difference?” (Samsung Knox 2026)
https://www.samsungknox.com/en/blog/enterprise-mobility-models-byod-cyod-cope-cobo? accessed 7 May 2026.

4 S FULTON, ‘COBO, COPE, CYOD, and BYOD simply explained’ (2022) https://blog.cortado.com/en/cobo-cope-cyod-and-
byod-simply-explained/ accessed 7 May 2026.
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the organization are permitted to install applications on the employer-owned mobile device®.

The terminological analysis presented above facilitates a clearer conceptual delineation of
BYOD policy and its principal characteristics. However, a comprehensive understanding of the
significance of this organisational model and the extent of its adoption requires an examina-
tion of the data and studies available at international, European, and national levels.

Therefore, a general overview of the studies and publications concerning BYOD indicates an
upward trend in the adoption of such practices, particularly within the United States of Amer-
ica. A recent study shows that 76% of participating employees stated that they use their per-
sonal mobile phones for work-related tasks, while 83% of the responding companies had im-
plemented BYOD policies in one form or another, being, also, underlined that employees using
their own devices contribute up to two additional working hours per day®, which is somewhat
unsurprising as employees are able to access work-related tasks and resources more easily,
irrespective of whether such access is specifically required by the employer.

By contrast, the adoption of BYOD in Europe appears to be significantly more limited than in
the United States, with a study published in 2018 in this field concluding that only 29% of the
participating companies permit the use of personal devices and exclusively for managerial
staff, while 44% of European companies reject the BYOD concept or allow it only in exceptional
circumstances, the information security being the principal concern in the context of BYOD
implementation.

Regarding Romania, the limited available data suggest a moderate level of interest among
companies in the implementation of BYOD policies. The published results in 2014 are not sur-
prising and indicate a degree of adoption that was somewhat higher than that identified at
European level. It has been revealed that 38% of the surveyed companies had implemented a
BYOD policy (of which 12% considered BYOD to be the appropriate approach for mobility),
27% intended to implement such a policy within the following year, while 36% had no plans in
this regard and more than 25% of the companies considered that existing BYOD policies were
not suitable for their organizational needs and instead preferred a more individualized ap-
proach’.

Most likely, the fact that certain companies expressed an interest in implementing BYOD con-
tributed to subsequent developments, the current context being, most probably, significantly
different. Moreover, the impact of the 2020 pandemic context cannot be disregarded, as it sub-
stantially altered employers’ perspectives. Employers were compelled to ensure social distanc-
ing in an abrupt and immediate manner, which, in many cases, resulted in permitting employ-
ees to use their personal devices for the performance of work-related tasks. For this reason, it
is important to emphasise that the figures presented should be regarded only as contextual

5 JM FRANKLIN, G HOWELL, K BOECKL, N LEFKOVITZ, E NADEAU, B SHARIATI, ]G AjMO, C] BROWN, SE DOG, F JAVAR, M PECK and KF
SANDLIN, ‘Mobile Device Security: Corporate-Owned Personally Enabled (COPE)’ (2020) Nist Special Publication 1800-21
https://doi.org/10.6028/NIST.SP.1800-21.

¢ C KOLMAR, ‘26 Surprising BYOD  Statistics [2026]: BYOD Trends In The Workplace’ (Zippia 2026)
https://www.zippia.com/advice/byod-statistics/ accessed 7 May 2026.

7 R CRAHMALIUC, ‘Este popular BYOD in Roméania?’ (Cloudmania 2015) https://cloudmania2013.com/2015/05/15/este-
popular-byod-in-romania/ accessed 17 May 2026.
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indicators of the scale of the phenomenon and should not be understood as clear proof of
BYOD adoption rate.

Regardless of the geographical area in which employees carry out their professional activity or
the size of the organization, the emergence of the so-called “digital native” generations, char-
acterized by an increasingly pronounced preference for using personal devices within the pro-
fessional environment, represents a significant challenge, compelling organizations to adapt
their infrastructure and internal policies in advance in order to ensure the efficient integration
of the BYOD model®.

Considering the issue from the perspective of Romanian legislation, it can be observed that
the legal framework creates the premises for the use of employees’ personal devices for work-
related purposes through Law No 81/2018 on the regulation of teleworking.® However, the stat-
ute does not further elaborate on this possibility, leaving it to the parties to the employment
relationship to determine the specific arrangements through the individual employment con-
tract. Furthermore, the legislation contains no specific provisions regarding the conditions un-
der which such devices may be monitored. In this respect, particular attention should be paid
to the provisions of Law No 190/2018 implementing the General Data Protection Regulation
(GDPR)'°, as well as to the principles established by the European Court of Human Rights in
Bdrbulescu v Romania'!, as will be discussed below.

2. BYOD between opportunity and challenge for employers

The integration of a BYOD policy within an organization cannot be examined from a unilateral
perspective, as it entails both evident advantages and a series of challenges capable of affecting
the employment relationship itself, thereby requiring a careful and balanced approach. Un-
doubtedly, BYOD contributes to increased mobility and, implicitly, to greater flexibility in the
organization of work, while also facilitating the optimization of certain organizational pro-
cesses. At the same time, it raises significant concerns relating to information security, device
control, and compliance with internal policies. Consequently, although mobility offers sub-
stantial benefits to employees, it simultaneously generates considerable pressure on organi-
zations. Small and medium-sized enterprises are particularly vulnerable in this regard, as they
often lack sufficient internal resources and the expertise necessary to adequately address such
challenges!?.

The doctrine classifies the challenges generated by the implementation of BYOD into two main

8 KW MILLER, ] Voas and GF HURLBURT, ‘BYOD: Security and privacy considerations’ (2012) 14(5) IT Professionals 53-55
https://doi.org/10.1109/MITP.2012.93.

° Law No 81/2018 on the Regulation of Teleworking Activities, Official Gazette No 296 of 2 April 2018.

Law No 190/2018 on Measures Implementing Regulation (EU) 2016/679 of the European Parliament and of the Council of 27

April 2016 regarding the protection of natural persons with regard to the processing of personal data and on the free movement

of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), published in the Official Gazette of

Romania, Part I, No 651 of 26 July 2018.

11 See Bdrbulescu v Romania, no 61496/08 (ECtHR, 5 September 2017).

M DHINGRA, ‘BYOD Security and its Possible Solutions’ (2018) 5(2) International Journal of Engineering Technologies and

Management Research 101-106 https://doi.org/10.29121/ijetmr.v5.i2.2018.620.
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categories, namely regulatory challenges and security-related challenges!3. More specifically,
regulatory challenges arise where personal devices are used across national borders, thereby
giving rise to issues concerning data jurisdiction and the protection of privacy, as data may be
stored or processed in one or several locations'4. As regards security-related challenges, these
consist of:

(1) the reduced degree of control over data, given that the enforcement of security policies is
often difficult, thereby creating vulnerabilities in the protection of commercial and busi-
ness data and facilitating information leakage;

(2) the downloading of malicious applications capable of compromising organizational data;

(3) the possibility that employees whose employment relationships have ceased may still gain
access to deleted data, as such data may be recovered from most devices; and

(4) the diversity of BYOD device providers, which operate different operating systems and
security protocols, thus requiring mechanisms capable of managing the specific require-
ments of each device in order to ensure effective security and control measures'.

Beyond the classification advanced in the doctrine, a third category of challenges may also be
identified, namely those of a financial nature, insofar as the implementation of BYOD may
generate costs for the employer that employees may seek to recover in order to compensate
for the wear and tear resulting from the use of personal mobile devices for professional pur-
poses, as well as for other related expenses. On the other hand, although such a context may
constitute a challenge from the perspective of regulation and the delimitation of the em-
ployer’s financial contribution, it does not represent a genuine disadvantage, since the costs
incurred in such situations are generally lower than those associated with a model in which
the employer provides employees with mobile devices necessary for the performance of work-
related tasks.

A fourth criterion for classifying the challenges associated with BYOD is closely connected to
the protection of human rights, a relatively recent study conducted across countries differing
in geographical location, cultural background, and regulatory frameworks demonstrating that
the risks associated with BYOD are significantly influenced by employees’ legal concerns, with
American employees attaching greater importance to such risks compared to employees from
Germany and South Korea'®. For example, the implementation of a BYOD policy must consider
principles of fairness and equal treatment within employment relationships, insofar as such
an approach may generate differentiated treatment among employees, given that some em-
ployees may not own personal devices. This, in turn, may create dissatisfaction capable of neg-
atively affecting productivity over time. At the same time, in the case of employees who use
their own devices, the distinction between professional and personal life may become

13 KA ALMARHABI, ‘An improved smart contract-based bring your own device (BYOD) security control framework’ (2024) 105
Alexandria Engineering Journal 598-612 https://doi.org/10.1016/j.aej.2024.08.024.

4 Ibid.

5 Ibid.

16 K DEGIRMENCI, MH BREITNER, F NOLTE and ] PASSLICK, ‘Legal and Privacy Concerns of BYOD Adoption’ (2023) 65(1) Journal of
Computer Information Systems 64-75 https://doi.org/10.1080/08874417.2023.2259346.
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increasingly blurred, particularly since not all individuals can exercise an adequate level of
self-control. The ease of access to work through personal devices may lead to a dependency on
e-mails and other forms of online professional communication!’. This conclusion is further
supported by the findings of a survey published in 2021, according to which work-life balance
proved to be weaker among employees using their own devices as compared to those provided
with corporate mobile phones!®. Nevertheless, the most significant challenge from a human
rights perspective remains the protection of the fundamental rights to privacy and personal
data protection, especially considering the technical difficulties that may arise in ensuring a
clear separation between personal data and data generated during professional activity.

At the same time, the implementation of a policy concerning the use of personal devices may
generate significant benefits for employers, particularly through the reduction of costs related
to the acquisition, maintenance, and replacement of IT equipment, as well as by decreasing
the expenses associated with the technical services necessary for equipping employees. Sim-
ultaneously, the use of personal devices represents a more convenient and familiar option for
employees, eliminating the inconveniences resulting from the simultaneous use of both a per-
sonal device and another device provided by the employer. Also, BYOD policies aim to enhance
the flexibility, accessibility, and portability of work tools to respond more effectively to em-
ployees’ needs, thereby contributing to improved productivity and professional satisfaction
among staff. This is particularly the case given that employees are already accustomed to using
their own devices, which facilitates the performance of professional activities in a more effi-
cient manner'. Furthermore, employee dissatisfaction with mobile devices supplied by em-
ployers, which are sometimes technologically outdated due to budgetary considerations and
replaced only after considerable delay, constitutes a determining factor underlying employees’
preference for the BYOD model, as it allows them to use more advanced equipment better
suited to their individual needs?.

3. Does Romanian legislation regulate BYOD?

Law No 81/2018 on the regulation of teleworking establishes the employer’s obligation ‘to en-
sure the information and communications technology means necessary for the performance of
telework activities (...) unless the parties agree otherwise’?!. In the context of the COVID-19
pandemic, these provisions were further nuanced, the legislator expressly regulating, through
the legislative act amending the original text, the possibility for the parties to the employment
relationship to ‘agree in writing, including on the use of the teleworker’s own devices, with the

7 H LAM, T BECKMAN, M HARCOURT and S SHANMUGAM, ‘Bring Your Own Device (BYOD): Organizational Control and Justice
Perspectives’ (2025) 37 Employee Responsibilities and Rights Journal 473-491 https://doi.org/10.1007/s10672-024-09498-1.
Beyond Identity, ‘Bring your own device? Exploring the types and security of devices employees used for work’ (2021)
https://www.beyondidentity.com/blog/byod-exploring-evolution-work-device-practices-survey accessed 08 May 2026.
19 AM FRENCH, ‘Current Status, Issues, and Future of Bring Your Own Device (BYOD)’ (2014) 35(10) Communications of the
Association for Information Systems 191-197.

K MADZIMA, M MoYO and H ABDULLAH, ‘Is bring your own device an institutional information security risk for small-scale
business organizations?’ (2014) Proceedings of  the Information Security  for South Africa
https://digifors.cs.up.ac.za/issa/2014/Proceedings/Full/54_Paper.pdf accessed 7 May 2026.

2 Law No 81/2018 on the Regulation of Teleworking Activities, Official Gazette No 296 of 2 April 2018, art 7(a).
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specification of the conditions of use’??, but the legislative act amending Law No 81/2018 was
subsequently declared unconstitutional?®, with the consequence that the newly introduced
provisions were applicable only between November 2020 and May 2022. It may be observed
that the legislative intervention did not introduce a substantial modification of the legal
framework but rather served to clarify the possibility of using employees’ own IT devices within
the context of teleworking activities. This possibility had, in fact, already been implicitly rec-
ognized under the original wording of Law No 81/2018 through the phrase ‘unless the parties
agree otherwise’.

The practical implementation of such an agreement between the parties to the employment
relationship may be achieved either through the inclusion of a specific clause directly within
the individual employment contract or, subsequently, during the performance of the contract,
by means of an addendum. Nevertheless, the legislator does not expressly regulate the specific
content of the conditions of use, leaving this matter to the discretion of the parties, depending
on the needs and particularities of the activity performed.

Within this regulatory framework, it is possible for the initiative regarding the use of personal
mobile devices to originate from the employee, through a request for the conclusion of an
agreement to that effect. In such a situation, the question arises as to whether the employer is
under an obligation to accept such a request. In the absence of legal provisions derogating
from the principle of mutual consent between the parties, the employee does not possess legal
means capable of compelling the employer to accept the implementation of a BYOD model.
The same conclusion applies in the reverse situation, where the initiative belongs to the em-
ployer.

4. Monitoring in the context of BYOD - a threat to privacy and protection
of personal data?

‘Private life’ is regarded as a broad and comprehensive notion, encompassing, in certain cir-
cumstances, even ‘professional activities (...), there being a zone of interaction between the
individual and other members of society which, even in a public context, may fall within the
sphere of private life’?4. In this respect, the case law of the European Court of Human Rights
reveals a gradual evolution of the right to privacy, from the recognition that professional ac-
tivities may fall within the sphere of private life to the development of a sophisticated frame-
work for assessing proportionality and procedural safeguards in the context of employee mon-
itoring. From this perspective, Niemietz v Germany constitutes a landmark judgment in which
the Court observed that ‘a clear delimitation between private life and professional activity is

22 Government Emergency Ordinance No 192/2020 amending and supplementing Law No 55/2020 on certain measures for the
prevention and combating of the effects of the COVID-19 pandemic, as well as amending art 7(a) of Law No 81/2018 on the
regulation of teleworking activities, Official Gazette of Romania, Part I, No 42 of 6 November 2020.

Constitutional Court of Romania, Decision No. 50/2022 regarding the exception of unconstitutionality of Law No 55/2020
concerning certain measures for the prevention and combating of the effects of the COVID-19 pandemic, as a whole, and
specifically the provisions of art 5(2)(d) thereof, as well as Government Emergency Ordinance No. 192/2020 amending and
supplementing Law No 55/2020 and amending art 7(a) of Law No 81/2018 on the regulation of teleworking activities, as a
whole, Official Gazette of Romania, Part I, No 291 of 25 March 2022.

2 C BIRSAN, Conventia europeand a drepturilor omului. Comentarii pe articole (vol 1, All Beck 2005) 600.
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difficult to achieve, since, in the workplace, most individuals establish and maintain contact
with the outside world’?®. On this basis, the Court held that Article 8 of the European Conven-
tion on Human Rights may extend to activities carried out in the workplace and that both pro-
fessional premises and professional correspondence may fall within the scope of the protection
afforded by this provision?¢. Consequently, employees do not lose their privacy rights merely
because they are acting in a professional capacity?’ and, they retain a reasonable expectation
that a certain degree of privacy will be respected even within the workplace.?®

Following this judgment, the ECtHR's approach to the interaction between the private and
professional spheres was further consolidated in Halford v. the United Kingdom, where the
Court held that ‘telephone conversations made from business premises as well as from the
home may be covered by the notions of “private life” and “correspondence” within the mean-
ing of art 8 § 1’%°. Similar protection was subsequently extended to e-mails sent from the work-
place and to information derived from the monitoring of an employee's personal use of the
Internet, as emphasised by the Court in Copland v the United Kingdom®. These judgments con-
firmed that communications carried out through employer-provided systems do not automat-
ically fall outside the scope of art 8 protection and may give rise to a reasonable expectation of
privacy on the part of employees.

The proportionality framework was further refined in Lopez Ribalda and Others v Spain3!, in
which the Court examined the limits of covert workplace surveillance. Although the Court ul-
timately accepted the use of hidden cameras in the particular circumstances of the case, it
emphasised that secret monitoring constitutes, as a general rule, a serious interference with
the right to privacy and may be justified only in exceptional circumstances, such as the exist-
ence of reasonable suspicions of serious misconduct and the absence of less intrusive alterna-
tives.

The need for a careful assessment of necessity and proportionality in the context of employee
monitoring has also been reiterated in more recent case law. In Guyvan v Ukraine®?, the Court
held that even technical phone metadata may constitute personal data, particularly because
such information may reveal an individual's location and communication recipients. The sen-
sitivity of location-related information has likewise been recognised in earlier judgments, in-
cluding Uzun v Germany3* and Florindo de Almeida Vasconcelos Gramaxo v Portugal>, where the
Court highlighted that information concerning a person's whereabouts at a given moment falls
within the scope of the notion of ‘private life’ protected by Article 8 of the Convention.

% See Niemietz v Germany, no 13710/88 (ECtHR, 23 November 1992) paras 29-31.

% Ibid.

27 Tbid.

Article 29 Working Party, Working Document on the Surveillance and Monitoring of Electronic Communications in the Workplace
(2002)

¥ See Halford v The United Kingdom, no 20605/92 (ECtHR, 25 June 1997) para 44.

%0 See Copland v The United Kingdom, no 62617/00 (ECtHR, 3 April 2007) para 41.

See Lopez Ribalda and Others v Spain, no 1874/13 and 8567/13 (ECtHR, 17 October 2019) para 134.

52 See Guyvan v Ukraine, no 46704/16 (ECtHR, 6 November 2025) para 31.

%5 See Uzun v Germany, no 35623/05 (ECtHR, 2 September 2010) paras 51-52.

% See Florindo de Almeida Vasconcelos Gramaxo v Portugal, no 26968/16 (ECtHR, 13 December 2022) paras 95-96.
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Taken together, these judgments reveal the progressive development of privacy protection in
the context of employment relationships, a development that is particularly relevant to BYOD
policies, where personal and professional spheres coexist on the same device and monitoring
measures consequently give rise to heightened privacy risks. In such circumstances, consider-
ations relating to proportionality, technical safeguards, and confidentiality become essential
in ensuring that the monitoring of employees’ personal devices used for work-related purposes
remains compatible with the requirements of Art 8 and the protection of fundamental rights.

The evolution of the right to privacy, influenced by technological development, demonstrates
also the evident intrinsic connection between this right and the right to the protection of per-
sonal data, such that ‘it is impossible to establish a precise demarcation between the limits of
the two concepts’®>, which means that where a breach of personal data occurs, an interference
with the right to privacy is implicitly involved, all the more so in the context of monitoring
employees’ personal mobile devices, where the incidence of personal data is particularly sig-
nificant, concerning not only the employee’s own data but, in certain circumstances, also data
relating to family members, friends, or acquaintances. However, under certain circumstances,
the right to privacy must yield to competing interests, subject to compliance with the limits of
interference defined by the principles of proportionality and necessity. Within the employ-
ment relationship, these competing interests are represented by the employer’s right to issue
instructions and exercise control, the employee’s duty of loyalty, as well as the employer’s
property rights®. Therefore, insofar as the employee performs work under the subordination
and authority of the employer, it is natural that the latter should be entitled to exercise the
supervisory prerogatives necessary to ensure productivity and the proper functioning of the
undertaking®’, in the context of a BYOD approach, such prerogatives being manifested through
the monitoring of employees’ mobile devices or even their electronic communications.

A study conducted in 2019 highlights employees’ considerable concerns regarding interference
with their private life in the context of using personal devices for professional purposes, as
companies may access private data and photographs stored on the device, exercise control over
the mobile phone itself, while direct supervisors may gain access to the employee’s location
and to data revealing the employee’s availability38.

Accordingly, the monitoring of mobile devices subject to a BYOD policy may affect both the
employee’s right to privacy and the right to the protection of personal data insofar as such
monitoring exceeds the framework of legitimacy established by the General Data Protection
Regulation (GDPR) and by relevant European case law. In this respect, particular reference
should be made to the jurisprudence of the European Court of Human Rights in the case of
Bdrbulescu v Romania®®, which emphasized the importance of assessing the following elements

3% S SANDRU, Protectia datelor personale si viata private (Hamangiu 2016) 147, 148.

% C MORGAN, ‘Employer Monitoring of Employee Electronic Mail and Internet Use’ (1999) 44 McGill Law Journal 849-902.

7 A ATHANASIU, M VOLONCIU, L DIMA and O CazaN, Codul Muncii. Comentariu pe articole (vol 1, All Beck 2007) 206; A TICLEA,
Codul Muncii, Legislatie conexd. Comentarii. Jurisprudentd (Universul Juridic 2020) 208-209.

KG GOKGE and O DOGERLIOGLU, ‘Bring your own device policies: Perspectives of both employees and organizations’ (2019) 11(2)
Knowledge Management & E-Learning 233-246 https://doi.org/10.34105/j.kmel.2019.11.012.

39 Bdrbulescu v Romania (n 11), para 133, 121(ii)(iii) (iv)(v)(vi), 127.

38
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prior to any monitoring activity in order to prevent abusive conduct on the part of the em-
ployer:

(a) informing the employee of the existence of a monitoring procedure;
(b) the scope and extent of the monitoring;
(c) the existence of legitimate reasons justifying the monitoring;

(d) the possibility of implementing monitoring systems based on less intrusive means and
measures than direct access to the content of employees’ communications;

(e) the consequences of the monitoring for the employee; and
(f) the provision of adequate safeguards for the employee.

These guiding principles developed through case law have also been incorporated into Roma-
nian legislation through Law No. 190/2018 on measures implementing the General Data Pro-
tection Regulation, which establishes the minimum requirements incumbent upon employers
when using monitoring systems through electronic communication means. These require-
ments include: the existence of a legitimate interest justifying the monitoring activity; the
prior individual notification of employees, as well as the collective information of employee
representatives within the framework of social dialogue; the demonstration that less intrusive
means have proven ineffective; and the storage of the obtained data for a limited period of 30
days, except in expressly regulated and duly justified situations*.

Furthermore, the Article 29 Working Party (WP29)* identifies, from a technical perspective,
two obligations incumbent upon the employer, the observance of which ensures lawful moni-
toring without infringing the right to data protection and the right to privacy, namely: (1) ‘tak-
ing appropriate measures to distinguish between the professional use and the personal use of
the device’, and (2) ‘implementing methods through which employer data existing on the de-
vice may be securely transferred between that device and the employer’s network (VPN, sand-
boxing)’#2. Although, Opinion 2/2017 on data processing at work of the 29 Working Party which
states these obligations, was not formally adopted by the European Data Protection Board
(EDPB - which replaced the WP29 upon the application of the GDPR in May 2018) through the
2018 endorsement package®, it remains a highly persuasive soft — low instrument. The docu-
ment adopted shortly before the GDPR became applicable, it has not been withdrawn and su-
perseded and continues to be widely relied upon the interpretation of data protection obliga-
tions in employment context. Its relevance is further reinforced by the fact that the EDPB has

Law No 190/2018 on Measures Implementing Regulation (EU) 2016/679 of the European Parliament and of the Council of 27
April 2016 regarding the protection of natural persons with regard to the processing of personal data and on the free movement
of such data, and repealing Directive 95/46/EC (General Data Protection Regulation), Official Gazette No 651 of 26 July 2018,
art 5.

Art 29 Working Party, Opinion 2/2017 on data processing at work (2017).

Sandboxing consists in isolating a program within a computer system in such a manner that its exposure to other applications
or critical systems is reduced or entirely eliminated — see https://www.comparitech.com/blog/information-security/what-
is-sandboxing/ accessed 11 May 2026; C OGRISEG, ‘GDPR and Personal Data Protection in the Employment Context’ (2017)
3(2) Labour&Law Issues 16 https://doi.org/10.6092/issn.2421-2695/7573.

European Data Protection Board, Endorsement 1/2018 https://www.edpb.europa.eu/system/files_en?file=2026-
04/endorsement_of wp29_documents_en_0.pdf accessed 23 June 2026.
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not, to date, issued specific guidance addressing the BYOD concept or its implications under
EU data protection law.

As previously noted, the legitimacy of monitoring mobile devices integrated into professional
activity under an applicable BYOD policy is ensured once the legal basis for processing the data
resulting from the employer’s actions has been identified. Given that the context is one of an
employment relationship, it cannot be assumed ‘that the processing is legitimized through the
consent of employees (...), therefore a different legal basis is required’. Furthermore, the EDPB
considers that it is highly problematic for employers to rely on employees’ or prospective em-
ployees’ consent as a legal basis for the processing of personal data, since such consent is un-
likely to be freely given*:.

Consequently, monitoring activities will generally rely upon the employer’s legitimate inter-
est, which may be justified by the need to ensure the security and confidentiality of commercial
and business data, the disclosure of which may generate both pecuniary and non-pecuniary
damage, including harm to the company’s reputation and image. Such concerns arise not only
in the organisation’s capacity as an employer, but also as a provider of services, whose credi-
bility in delivering quality services may be adversely affected. The Article 29 Working Party
further expands the scope of justifications for monitoring by emphasizing that ‘the monitoring
of location and traffic data on such devices may be considered as serving a legitimate interest
in protecting personal data for which the employer is responsible as controller (...)’*>. At the
same time, the justification based on legitimate interest must be accompanied by the applica-
tion of the proportionality test, such that the monitoring of personal mobile devices ‘must
constitute a proportionate response by the employer to the risks faced, taking into account the
legitimate protection of privacy and the other interests of workers’. In other words, the
measures implemented must ensure a balance between the employees’ right to respect for pri-
vate life and the employer’s possibility to protect its property and ensure the proper function-
ing of the company*. Clarification of these aspects is even more important given that ‘the
burden lies with the party processing personal data to demonstrate the cumulative fulfilment
of the requirements of adequacy, relevance, and non-excessiveness, since that party bears the
obligation to comply with the principle of proportionality in relation to the method used’*".

A particularly sensitive issue that may arise in the course of monitoring concerns situations in
which the employer gains access to data relating to family members or other third parties, such
as photographs, private communications, banking information, contact details, or even special
categories of personal data within the meaning of Article 9 GDPR, including information con-
cerning health, religious beliefs, biometric data, political opinions, or sexual orientation etc.
Such information may relate not only to the employee but also to members of the employee's
family.

In this context, the employer's legitimate interest in protecting company information is

4 EDPB, Guidelines 05/2020 on consent under Regulation 2016/679, version 1.1, adopted on 4 May 2020, para. 21, p. 9.

45 Article 29 Working Party, Opinion 2/2017 on data processing at work (2017).

46 See Ldpez Ribalda and Others v Spain (n 31) para 132.

47 Bucharest Court of Appeal, Civil Decision No 36 of 13 March 2017, cited by DM SANDRU, ‘Protectia datelor personale in relatiile
de munca. Consideratii privind temeiul prelucrarii’ (2019) 5 Pandectele Romdne 72.
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unlikely to satisfy the requirements of the necessity and proportionality test, particularly
where the rights of individuals who are not parties to the employment relationship are con-
cerned. Consequently, to avoid unlawful processing and unjustified interference with private
and family life, employers should, as a matter of priority, design BYOD policies in a manner
that prevents the collection of such data altogether. This objective may be achieved through
the implementation of appropriate technical and organisational measures, including advanced
security mechanisms and the use of separate work profiles or containers that clearly distin-
guish private data from work-related information. Where accidental access nevertheless oc-
curs, the employer should immediately take all necessary measures to prevent any further pro-
cessing of the data, including their prompt deletion, avoiding the copying of such information,
and restricting access to a limited number of authorised persons. In addition, the incident
should be properly documented and assessed from the perspective of a potential personal data
breach, with a view to complying with any obligations that may arise under the GDPR.

Furthermore, in assessing the lawfulness of the monitoring process, The Article 29 Working
Party emphasized that

the monitoring of electronic communications in the workplace (...) has been
regarded as the primary threat to employees’ privacy. (...) Where no limits are
imposed on the processing activities and where such processing lacks
transparency, there exists a significant risk that the legitimate interest (...) in
improving efficiency and protecting corporate assets may evolve into
unjustified and intrusive monitoring*.

It follows, therefore, that transparency in the process of monitoring mobile devices constitutes
an essential element of any BYOD policy. Transparency encompasses both an individual di-
mension, through the direct information provided to employees, and a collective dimension,
through the initiation and conduct of information and consultation procedures with trade un-
ions or employee representatives.

Regarding the individual dimension of transparency, this derives from the controller’s obliga-
tion established at the European level under Article 12 of the General Data Protection Regula-
tion, according to which ‘the controller shall take appropriate measures to provide any infor-
mation (...) relating to processing to the data subject’. At the national level, the same obliga-
tion is reflected in Article 5 of Law No. 190/2018, which requires employers to ensure the ‘prior,
mandatory, complete, and explicit information of employees’. The same provision of the GDPR
further clarifies the operationalization of this obligation by requiring that such information be
provided ‘in a concise, transparent, intelligible and easily accessible form, using clear and plain
language (...)’. It is likewise emphasized that the information should be communicated in writ-
ing, primarily for evidentiary reasons related to demonstrating compliance with the obligation.
Verbal information is permissible only upon the request of the data subject and, even in such
situations, must be documented through the signing of minutes or a written record. Moreover,
the information may also be communicated through electronic means whenever possible.

48 Article 29 Working Party, Opinion 2/2017 on data processing at work (2017).
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From the perspective of content, it may be argued that, in addition to the elements typically
included within a GDPR information notice, the communication should also encompass the
BYOD policy itself, thereby ensuring full transparency regarding all aspects relevant to the
monitoring process.

The collective dimension of transparency in relation to employees manifests itself, as previ-
ously noted, through the conduct of information and consultation procedures with trade un-
ions or employee representatives, as appropriate. It is widely acknowledged that ‘the principal
role of trade unions or employee representatives in supervising compliance with the law and
collective agreements applicable to employees also entails knowledge of personal data and of
the manner in which such data are processed’. More generally, the need to involve trade unions
also derives from national legislation, namely Law No 467/2006%, particularly relevant are the
provisions of art 5(1)(c), according to which ‘employers are obliged to inform and consult em-
ployee representatives, in accordance with the legislation in force, regarding (...) decisions
likely to lead to significant changes in work organization, contractual relations, or employ-
ment relationships (...)’. Indeed, the implementation of monitoring mechanisms, through their
scope and impact, clearly falls within the notion of a ‘significant change in work organization’,
employees transitioning from a traditional model of work supervision to one characterized by
the pervasive presence of technology. At the same time, Law No 190/2018 expressly estab-
lishes, under art 5, the obligation to ‘consult the trade union or, as the case may be, employee
representatives prior to the introduction of monitoring systems’.

As indicated by the legislative text, the employer’s social dialogue counterpart shall consist of
employee representatives organized in accordance with the Labour Code or the trade union,
whose participation in such discussions is not conditional upon representative status. Equally,
the information and consultation process cannot be affected merely because the trade union
referred to by law is represented during discussions by the federation to which it is affiliated,
particularly where such practice already exists between the parties in relation to other business
matters affecting employees. As regards the content of the information provided within the
consultation process, this may largely mirror the information intended to be communicated
directly to employees. In this respect, it should be emphasized that, to ensure the effectiveness
of the provisions of Law No 467/2006, the information and consultation procedure constitutes
a preliminary step preceding individual transparency measure. Furthermore, employees
should be informed that this stage has been completed, thereby strengthening their trust in
the fairness and legitimacy of the monitoring process.

5. Aspects regarding the content of a BYOD policy

Although, at first sight, a BYOD policy may appear particularly attractive for employers, any
decision concerning its implementation must be grounded in a proper ‘understanding of busi-
ness requirements, constraints, compliance-specific needs, as well as the needs and objectives

4 Law No 467/2006 for establishing the general framework for informing and consulting employees, published in the Official
Gazette of Romania, Part I, No 1006 of 18 December 2006.
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of users’*°, namely the employees. Analyses conducted in this field have demonstrated that
this ‘preliminary stage concerning the assessment of the opportunity to implement the policy
is often treated superficially, with deficiencies being identified only during the subsequent de-
sign stage’>!. At the same time, during the opportunity assessment phase, the employer must
address a number of essential questions, such as: does the existing security strategy adequately
respond to the security challenges generated by the implementation of BYOD?; is the organi-
zation’s infrastructure prepared for such an approach?; do the existing platforms permit the
use of personal devices?, the employer’s sector of activity playing an important role in deter-
mining whether a BYOD policy should be adopted®2.

The legislation does not expressly establish the mandatory elements of a BYOD procedure.
Nevertheless, it may be argued that such a policy should primarily define the purpose pursued
through its adoption, the obligations incumbent upon each party to the employment relation-
ship, as well as the fields or activities within the organization to which it applies. Restricting
the applicability of the procedure to certain activities may be justified insofar as, for example,
the employer is able to demonstrate and substantiate the sensitive or critical nature of the data
associated with the activities excluded from the use of personal devices. Additionally, in the
process of drafting the policy, the employer may also consider elements such as: the tasks that
employees may perform through their personal devices; the extent and limits of the employer’s
control over such devices; the scope of monitoring activities>?, the technical and organiza-
tional measures necessary to ensure the security of data processing and the effective separa-
tion between professional data and personal data; the responsibilities of the parties involved>*
and the consequences arising from non-compliance with the applicable procedure. Further-
more, a BYOD policy should clarify a number of essential practical aspects, such as the manner
in which situations involving the loss or damage of the device by the employee will be man-
aged, the location where professional e-mails will be stored, the status of the data existing on
the device following the termination of the employment relationship, the person responsible
for any necessary repairs, as well as the conditions under which such repairs will be carried
out.

6. Conclusions

Even though the implementation of a BYOD policy involves certain difficulties and requires
considerable effort on the part of the employer in establishing appropriate technical standards
and effective monitoring mechanisms, this approach continues to represent a forward-looking
option for the future of the professional environment. Its relevance is further enhanced by the
fact that the new generations already present on the labour market, or about to become part

0 Y DI0GENES and ] GILBERT, Enterprise Mobility Suite Managing BYOD and Company-Owned Devices (Microsoft Press 2015).

5 Ibid.

52 Tbid.

For a detailed presentation of the guiding questions that may contribute to the definition of a BYOD policy, see National Cyber
Security Centre, Device security guidance (2025) 33 https://www.ncsc.gov.uk/collection/mobile-device-guidance/bring-
your-own-device accessed 11 May 2026.

M DHINGRA, ‘Legal Issues in Secure Implementation of Bring Your Own Device (BYOD)’ (2016) 78 Procedia Computer Science
179-184 https://doi.org/10.1016/j.procs.2016.02.030.
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of it, are highly familiar with technology and demonstrate an increasing openness toward the
use of their own devices and IT equipment for professional purposes. The adoption of a BYOD
policy inevitably entails a shift in perspective on the part of both employers and employees.
Most likely, a significant proportion of employees still prefer the traditional model of work
organization based exclusively on the use of equipment provided by the employer, without
fully understanding the advantages that the use of personal devices may bring to the perfor-
mance of professional activities. Although such a practice may generate concerns regarding
respect for private life and the protection of personal data, these risks may be significantly
reduced through the implementation of appropriate measures and internal policies. Under
these circumstances, a properly designed and implemented BYOD strategy may create mutual
benefits within the employment relationship, ensuring a favourable balance for both employer
and employee alike.

Considering the complex legal issues of BYOD in relation to privacy, data protection, infor-
mation security, and employment law, a more detailed legislative framework at the national
level would be desirable which could provide greater legal certainty for both employers and
employees by clarifying the conditions under which personal devices may be used for work
purposes, the limits of monitoring activities, and the safeguards required to protect fundamen-
tal rights.

Finally, it is important to emphasize the necessity of updating the existing studies in Romania
concerning the degree of BYOD usage and its associated implications, considering the contem-
porary realities shaped by new generations, technological development, and employees’ in-
creasing openness toward flexibility and mobility within employment relationships. From this
perspective, we also identify a limitation of the present study, namely its reliance on market
studies conducted prior to 2020. Consequently, our future research will continue through the
undertaking of a quantitative analysis concerning the degree of BYOD adoption within organ-
izations in Romania, as well as employers’ attitudes toward the implementation and content
of such policies.
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